BO THONG TIN VA CONG HOA XA HQI CHU NGHIA VIET NAM

TRUYEN THONG Doc lap - Tu do - Hanh phuc
CUC ANTOAN THONG e
TIN
S6: 683/CATTT-TPQLGS Ha Néi, ngay 19 thang 12 niam 2017

V/v bién phdp phong, chéng ma déc liy
lan théng qua Facebook Messenger tai
Viét Nam

Kinh giri: - Pon vi chuyén trach vé CNTT cac bd, co quan ngang

b0, co quan thugc Chinh phu;

- S& Thong tin va truyén théng céc tinh, thanh phd truc

thudgc Trung uvong;

- Cac Tap doan, Tong cong ty nha nudc; Cac Ngan hang

TMCP; Céc t6 che tai chinh.
Sang 19/12/2017, nhiéu ngudi dung sir dung img dung Facebook Messenger tai Viét Nam d trg
thanh nan nhan cia mdt loai ma doc dugc cho la st dung dé dao tién 0. Ma doc nay lay lan
bang cach guri di mot tap tin tén 1a video xxx.zip (trong d6 xxx 1 cac s6 ngau nhién). Py 1a mot
tap tin nén trong do c6 chira tap tin voi dinh dang mp4.exe, thuc chét 1a tap tin thyc thi cia hé
diéu hanh Windows. Tuy nhién ngudi ding thong thuong lai nham tuéng 14 tap tin Video (mp4)
nén dé dang tin twdng mao tap tin.

Qua phan tich k¥ thuat ban dau ctia Cuc An toan thong tin, loai ma doc nay khi 1y nhiém vao
may tinh nguoi dung s thuc hién nhirng hoat dong sau:

Ma ddc ty dong tai va cai dat mot sb tap tin doc hai: 7za.exe, files.7z tir trang web doc hai c6 tén
mién yumuy.johet.bid (véi cac mau ma doc kh&c nhau, tén mién nay co thé thay doi).

Ma doc sé& str dung tap tin 7za.exe dé giai nén tap tin file.7z, sau d6 ly tién ich mo rong
(extension) doc hai va tu dong cai dat tién ich mé rong nay nay vao trinh duyét Chrome. Dong
thoi, ma doc nay khong cho nguoi ding truy cap vao phan quan 1y tién ich mé rong cia trinh
duyét. Trong tap tin dwoc giai nén co chira cac tap tin thyc thi dugc cho 12 st dung nham muc
dich loi dung tai nguyén may tinh nguoi dung dé dao tién ao.

Thong qua céac bién phap k¥ thuat xac dinh duoc tac gia ciia mau mé doc ndy c6 thé dang sir
dung dia chi email cd tén mién la kadirgun.com.

Theo cé4c chuyén gia an toan thong tin, nhitng ngudi dung trinh duyét Chrome 13 d6i twong chinh
cua mau ma doc nay. Khong loai trir kha nang trong thoi gian t6i s€ xuat hién cac mau ma doc
nham vao céc trinh duyét khac.

Nhiam bao dam an toan thong tin va phong tranh nguy co bi tdn cdng bai ma doc, Cuc An todn
thong tin khuyén nghi:

- Canh giac va khdng m¢ cac tap tin hay duong dan la dugc giri qua Facebook Messenger hay
bat ky tng dung truyén thong nao khac (vi du: Viber, Zalo, thu dién tu, ...).

- Neu nhan dugc cac thdng tin (tép tin hodc duong dan) la, c6 thé thong bao hoic guri thdng tin
vé Cuc An toan thong tin dé tong hop va phan tich, canh bao khi c6 nhitng d4u hiéu, nguy co tin
cdng mang mai.



- B6i véi nguoi dung da bi lay nhiém can cai dit va cap nhat cac phan mém phong, chéng ma
doc, virus dé phat hién va ngan chan, loai bd ma doc.

Khi trién khai cac ndi dung néu trén, trong truong hop cén thiét, Quy don vi c6 thé lién hé voi
Cuc An toan thong tin, so dién thoai: 024.3943.6684, thu dién tir ais@mic.gov.vn dé dugc phoi
hop, hd tro.

Tran trong./.

KT. CUC TRUONG
Noi nhén: PHO CUC TRUONG
- Nhur trén;
- Lénhtdao B (dé b/c);
- Cuc trudng (dé b/c);
- Luuw: VT, TDQLGS.

Nguyén Huy Diing



